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1.Which two statements about SCEP are true? (Choose two) 

A. CA Servers must support GetCACaps response messages in order to implement extended 

functionality. 

B. The GetCRL exchange is signed and encrypted only in the response direction. 

C. It is vulnerable to downgrade attacks on its cryptographic capabilities. 

D. The GetCert exchange is signed and encrypted only in the response direction. 

E. The GetCACaps response message supports DES encryption and the SHA-128 hashing algorithm. 

Answer: A C 

 

2.Which two events can cause a failover event on an active/standby setup? (Choose two) 

A. The active unit experiences interface failure above the threshold. 

B. The unit that was previously active recovers. 

C. The stateful failover link fails. 

D. The failover link fails 

E. The active unit fails. 

Answer: A E 

 

3.Which two statements about the MACsec security protocol are true? (Choose two) 

A. Stations broadcast an MKA heartbeat the contains the key server priority. 

B. The SAK is secured by 128-bit AES-GCM by default. 

C. When switch-to-switch link security is configured in manual mode, the SAP operation mode must be 

set to GCM. 

D. MACsec is not supported in MDA mode. 

E. MKA heartbeats are sent at a default interval of 3 seconds. 

Answer: A B 

 

4.Which two options are benefits of network summarization? (Choose two) 

A. It can summarize discontiguous IP addresses. 

B. It can easily be added to existing networks. 

C. It can increase the convergence of the network. 

D. It prevents unnecessary routing updates at the summarization boundary if one of the routes in the 

summary is unstable 

E. It reduces the number of routes. 

Answer: D E 

 

5.Refer to the exhibit. 

Which meaning of this error message on a Cisco ASA is true? 

A. The route map redistribution is configured incorrectly. 

B. The default route is undefined. 

C. A packet was denied and dropped by an ACL. 

D. The host is connected directly to the firewall. 

Answer: B 

 


